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Nordic Concur Connector Terms of Service

Service Provider (“Provider”)

Company Name :
GlobeXpenC Oy Ltd (“GlobeXpenC” or “Provider”)

Business ID :
2598104-4

Address :
Ali-Haakkointie 19, 03100 Nummela, Finland

Telephone :
+358451866426

Customer

The company or organization you are representing.

Later in the document referred as “Customer”.

Important
You should carefully read the following Terms. By accepting these Terms or using our products Customer 
implies that it has read and accepted the Terms.

Subscription
Nordic Concur Connector subscriptions are sold through our website, www.nordicconcurconnector.com.

Package Options

We provide subscription package options for different volumes of use as follows:

Package Processed Reports per Month (up 
to)

Monthly Fee (EUR) Extra Reports (EUR)

Bronze 50 50 1.00

Silver 200 100 0.50

Gold 600 200 0.33

Emerald 1200 300 0.25

Platinum 2000 400 0.20

Diamond unlimited 600

Processed Reports

Processed reports limit in the packages define how many Concur expense reports the application can 
process each month. Each active integration will process the expense reports individually. 
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For example, if a customer has 100 paid expense reports per month, and they have two active integrations 
that each process all of their paid expense reports, they will process 200 reports per month.

Changes to the Pricing

The Provider reserves the right to change the pricing. The Customer will receive a notification 3 months 
before the new prices take effect.

Setup Fee
A setup fee of 200 EUR will be charged from all new customers. 

Additional Services

Training

Customer may order training for its employees. Training services are ordered separately.

Support Work

Customer may order hourly billed additional support work. If Provider is going to bill any work from the 
Customer the Provider needs to notify the Customer about it beforehand. Usual customer support work is not 
automatically billable support work.

Invoicing and Payments 
Subscriptions are invoiced quarterly. Setup Fee is invoiced as soon as the new customer account has been 
created.

Invoicing Date

Subscription invoices for each quarter are sent at the end of each quarter.

Payment Term

Payment term is 30 days Net.

First Invoice

The first invoice is written for the remaining portion of the running quarter.

Suspending the Account
If the Customer fails to pay the invoice in time, the Provider reserves the right to suspend the Customer’s 
subscription until all pending invoices have been cleared.

Outages and Service Interruptions 
The Customer is not entitled to any compensation in case of outage, service interruption or a similar event 
that is caused by a reason or circumstance beyond Provider’s control and for any planned down time which 
shall be scheduled during a time that will cause minimal interruption to the Customers and for which 
Customer will receive notice at least twenty-four (24) hours in advance. The Provider will use its best efforts 
to provide the Customer with continuous service.
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Changes in Service
The Provider reserves the right to change the service and add or remove new features without notice; 
however, any change that results in a material alteration of the functionality of the service will give the 
Customer the right to terminate this Agreement with immediate effect.

Security
The Provider maintains and develops the service according to the best security processes as set by industry 
standards. Servers are hardened and kept up-to-date. All communication between services and user 
browsers are secured with SSL technology.

Handling Customer Data
The following section sets forth Provider’s commitment with regard to Customer data and how it is handled in 
the service:

Employee Data

Data related to the Customer’s employees (Name, Social Security Number, Concur Login ID, Employee 
Number, etc.) is either fetched from Concur or entered to the service by the Customer.

Expense Data

Expense data is fetched from Concur and stored in the service.

Data Location

The Customer’s data is stored on Provider’s servers in Europe.

Data Backups

Customer data is backed up daily into a secure remote location. Old backups are deleted after 30 days.

Confidentiality and Ownership of Customer Data
The Customer’s data is kept confidential and not provided to third parties in any circumstances.

The Provider has no ownership to the Customer data.

Data Processing Agreement
This section is the data processing agreement required by Article 28 of the GDPR. Customer is the controller 
and GlobeXpenC Oy Ltd (“Provider”) is the processor of personal data processed in Nordic Concur 
Connector. By accepting these Terms and using the service, Customer instructs Provider to process 
personal data as described in this section.

Roles and Instructions

Provider processes personal data only on Customer’s documented instructions. Those instructions are given 
by accepting these Terms, configuring the service, and enabling integrations. Provider shall not process 
personal data for its own purposes.

Provider will notify Customer without undue delay if, in Provider’s opinion, an instruction infringes the GDPR 
or other applicable data protection law.

Customer, as controller, is responsible for the lawfulness of the processing, for informing data subjects, and 
for the accuracy of personal data provided to the service.
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Purpose and Scope

The subject matter is the provision of Nordic Concur Connector. The nature of processing is collection, 
storage, organization, retrieval, transmission and deletion of personal data.

The purpose is to fetch expense and employee data from SAP Concur and from other sources Customer 
configures, enrich that data as needed, and deliver it to the target systems Customer has enabled. Target 
systems may include tax authorities, payroll, HR, finance, or other systems connected through the service.

The personal data processed for each integration is limited to what that integration requires. Enabling an 
integration in the service is Customer’s instruction to process the data needed for it.

Data Subjects and Personal Data

Data subjects are Customer’s employees and other individuals whose data appears in expense reports or 
related records.

Types of personal data include name, employee number, Concur login ID, email address, social security or 
national identity numbers, and, where required for statutory reporting without an identity number, address, 
sex, date of birth, country and residence-related fields; expense report and entry data (including amounts, 
dates, expense types, currency and payment status); and audit log data generated by use of the service.

Social security numbers are processed only as necessary for identification and for the statutory reporting 
integrations Customer has enabled.

Duration and Deletion

Processing lasts for the duration of the customership. During the subscription, personal data is retained 
according to the retention periods Customer configures in the service.

At the end of the service, Customer may instruct Provider to return or delete the personal data. Unless 
Customer requests return, Provider will delete Customer personal data within 10 days of termination, except 
where data must be retained to establish, exercise or defend legal claims (including unpaid invoices). 
Backup copies are deleted in the ordinary backup cycle, at latest within 30 days.

Security and Confidentiality

Provider implements appropriate technical and organizational measures under GDPR Article 32, including 
those described under Security and Handling Customer Data: hardened and up-to-date servers, encryption 
in transit, storage on Provider’s servers in Europe, daily backups, and access limited to persons who need it 
to operate or support the service. Personal data is encrypted at rest. Social security numbers are masked in 
user interfaces and logs.

Persons authorized by Provider to process personal data are bound by confidentiality.

Subprocessors and Transfers

Provider shall not engage another processor (a subprocessor) to process Customer personal data without 
Customer’s prior written authorization. Customer may object to a proposed subprocessor.

Public authorities and other target systems receive personal data only when Customer has enabled the 
relevant integration. Those recipients act on Customer’s instructions and are not Provider’s subprocessors.

Personal data is stored in the European Union / European Economic Area. Transfers outside the EEA occur 
only if required by Customer’s instructions (for example Customer’s SAP Concur environment) or by law, and 
then using a valid transfer mechanism.

Assistance, Breaches and Audits

Taking into account the nature of processing, Provider will assist Customer with data-subject requests and 
with Customer’s obligations under GDPR Articles 32 to 36, including security, data protection impact 
assessments and consultation with a supervisory authority.
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Provider will notify Customer without undue delay after becoming aware of a personal data breach, and will 
provide information reasonably available to help Customer meet its own notification duties. Notifications are 
sent to Customer’s contact email.

Provider will make available information reasonably necessary to demonstrate compliance with this section, 
and will allow audits by Customer or an auditor mandated by Customer, with reasonable notice, during 
business hours, and no more than once per year unless a personal data breach or a request from a 
supervisory authority makes an additional audit necessary.

Service-Level Agreement
The target uptime for the service is 100%, naturally. The Provider guarantees uptime of 98%, measured 
within a calendar month. The service is considered to be up when it is accessible and responding. The 
Provider cannot guarantee the availability of Concur Web Service interfaces which are vital for receiving the 
expense data from Concur.

Service Issues

The service is provided “as is” without any warranty. In case the Customer encounters a bug or a similar 
issue with the service, the Customer is not entitled for a compensation unless such bug or issue renders the 
service unusable to a significant number of users in the Customer's organization and the Provider is unable 
to restore the functionality within three business days counting from the date when the Customer has 
reported the issue to the Provider.

Problem Solving

In case of any issues with the service, users can send a support request to support@globexpenc.com. The 
target time for a response is 24 hours, excluding Saturdays and Sundays. 

Termination
The agreement can be terminated by a thirty (30) day advanced written notice by Customer.

In case of termination, the Provider will remove all data related to the Customer within 10 days and provide 
Customer with confirmation upon doing so, unless the Customer has open invoices.

If the Customer terminates the agreement, the agreement will be terminated at the end of the month in which 
the written termination notice is received by the Provider.

In case the Customer has open invoices for two or more months or has misused the system so that it has 
caused harm to the Provider, the Provider can terminate the agreement immediately.

Changes to the Agreement
This agreement can be changed when both parties agree on the change, and the change is memorialized in 
a writing.

Limitation of Liability
The liability of the Provider is limited to the amount of license fees the Customer has paid to the Provider 
during the previous 12-month period from the date when the Customer states a claim for a compensation.

Governing Law and Dispute Resolution
This agreement will be governed by the laws of Finland, without reference to its choice of law rules. 

Any unsettled dispute, controversy or claim arising out of or relating to this agreement or the breach, 
termination or validity thereof shall be finally settled by binding arbitration under the auspices of The Finland 
Arbitration Institute.
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